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What iIs this box?

Embedded | minimalistic operating system with low resource footprint

Virtualized | meant to be run in a virtual machine, with access to the hardware
devices of the host

Wireless | focuses on hosting drivers and tools for running wireless network
Interface controllers

Router | exposes an IPv4/IPv6 interface over Network Address

Translation for the host to communicate through its own wireless
device

Not a drop-in replacement for a FreeBSD wireless driver



Why Is this box?

Proof of concept. why not?

Workaround: the wireless support in FreeBSD has been aging and it
takes a great effort to catch up with the recent developments while this
IS important for desktop use

Relief: remove stress from the developers of
the native solution

Avalilability of bhyve + PCI pass-through: it would be a waste to not to leverage
this excellent piece of work

Old habits: why to run a complete Linux system and why not to make
it easier to use in this setting through ports?



What iIs In this box?
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Wifibox/Alpine

The Wifibox “firmware” — Small Linux distribution derived from Alpine Linux
A FreeBSD port that uses native Alpine packages to build a SquashFS VM disk image

A mix of customized and standard packages, built on Alpine Linux using aports
Read-only root file system, with 9P mounts to the host and /tmp for writing
Various flavors and optional components (MDNSResponder, tcpdump etc)
Contains WPA Supplicant or hostapd (exclusively)

Includes wireless configuration and diagnostic tools (1w, rfkill, 1ptables)

Footprint: 40-64 MB RAM, 16-150 MB disk space



Unboxing

Under $LOCALBASE/etc/wifibox:

bhyve.conf

cpus=1
console=no
memory=128M
passthru=
priority=50
stop_wait_max=10

appliance/iptables

*filter

: INPUT ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

COMMIT

*nat

: INPUT ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

:PREROUTING ACCEPT [0:0]

:POSTROUTING ACCEPT [0:0]

[0:0] -A POSTROUTING -0 wlan® -j MASQUERADE

core.conf Glhey

loglevel=warn appliance/interfaces.conf

iface eth® inet static
address 10.0.0.1
netmask 255.255.255.0

appliance/hostname
wifibox

iface wlan® dhcp

appliance/udhcpd.conf

start 10.0.0.2
end 10.0.0.254
max_leases 64
interface etho

opt subnet 255.255.255.0
opt router 10.0.0.1

opt dns 8.8.8.8
opt dns %%DNS%%
opt lease 864000

wpa_supplicant/wpa_supplicant.conf

ctrl_interface=/var/run/wpa_supplicant
ctrl_interface_group=0

update_config=1

network={

}



Unboxing

/boot/loader.conf or /etc/sysctl.conf

hw.vmm.amdvi.enable=1
/etc/rc.conf

wifibox_enable="YES"”

devmatch_enable="YES"”

devmatch_blocklist="if_iwm if_iwlwifi”

ifconfig_wifibox0="SYNCDHCP"”

ifconfig_wifibox0_ipv6="inet6 fd00::1/64 accept_rtadv auto_linklocal"
background_dhclient_wifibox0="YES"”

defaultroute_delay="0"

IPv4 static routing (slightly faster):

service devmatch start
kldunload if_iwm if_iwlwifi
service devd restart

service wifibox start
service netif start wifibox0

/etc/rc.conf

wifibox _enable="YES”
defaultrouter="10.0.0.1"
ifconfig_wifibox0="inet 10.0.0.2/24"

H R HHH

# service routing restart



Unboxing

Start, stop, or restart the whole or specific parts of the system:

# wifibox start [guest | netif | vmm]
# wifibox stop [guest | netif | vmm]
# wifibox restart [guest | netif | vmm]

Access the console (for troubleshooting):

# wifibox console Alternatively:

# service wifibox start
Information collection: # service wifibox stop

o # service wifibox restart
# wifibox status

# wifibox version



Unboxing

“UNIX Domain Socket pass-through”

appliance/uds_passthru.conf _
File MNetwork Help

network=10.0.0.1:255.255.255.0
Adapter: wlan0
_sockdir=/var/run/wpa_supplicant Network: .
_perms="user=root, group=0, mode=770"
sockets="path=${_sockdir}/wlan0, ${_perms}, port=1200
path=${_sockdir}/p2p-dev-wlan0, ${_perms}, port=1201"

Current 5tatus | Manage Networks = WPS

Status: Completed (station)
Last message:

, Jouni Halinen <jlwl,fi*> and contributors Authentication: WPAZ-PSK
Encryption: CCMP

SSID: L
BSSID: O

Selected interface 'wlanl'
selected interface uland IP address:  192.168.0.14

Interactive mode

Connect Disconnect Scan




2024-09-15T09:22:49+0200 DEBUG Program started as Ausr/local/shinfwifibox, with arguments: Memy 41344k used, BE24K free, 232K shrd, Ok buff, 15020K cached
2024-03-15T09:22:43+0200 INFO Beging wifibox stop CPU: O.1% usr 0.8Y sys 0,08 nic 98,9% idle 0,04 io 0,08 irg 0.1% sirq
2024-03-15T09: 223 43+0200 IEBIG stop=GN ei 0,02 0,01 0,00
2024-03-15T09:223453+0200 INFO Tearing down Uniz Domain Socket pass—through
2024-09-15T09:22:43+0200 INFO Daemonized socat processes found: [1007 i
root

2024-09-15T09:22:49+0200 DEBUG [socat] 2024/09/15 09:22:49 socat[1017] W exiting on signal dhepod df
2024-08-15T09:22:43+0200 TERUG [socat] 2024/03/15 03122143 socat[1008] I exiting on signal root. I
2024-03-15T09:22:43+0200 INFO Stopping guest wifibox, managed bu PID [533], GPID [693] 7 root
2024-09-15T09:22:49+0200 INFO Pulling bhyve options from configuration file ront. [reu_sched
2024-03-15T09: 223 43+0200 TEBIG cpus=2 root Asbinfwpa_supplicant -iwland -ciet
2024-03-15T09722343+0200 DEBUG memory=E4H root Euds_passthru} shindsh Asbinduds_p

1

1

i

top
irg/d0-iuluifi]

heped: wland [ipd] [ipg]
usr/bindsocat. TCP4-LISTEN:1200,re
kwarker/030-nm_]

2024-03-15T09:22:43+0200 TERG passthru=[3/0/0] root uds_passthru} /bindsh /shin‘uds_p
2024-03-15T09:22:43+0200 DEBUG console=yes rook uds_passthru} /binfsh /sbin/uds_p
2024-03-15T09: 22:43+0200 TEBUG priority=25 root uds_passthru} /bindsh /sbin/uds_p
2024-03-15T09: 223 43+0200 TEBIG stop_wait_max=1 root 0 -sh

2024-09-15T09:22:49+0200 DEBUG bhyve max cpus=4 root. usr/shindudhcpd -5 Atwp/udhcpd, co
2024-09-15T09:22:43+0200 INFO Check if the guest is still running [1/1]: 995 1 rook i
2024-09-15T09:22:50+0200 INFO Grace period ower, forcing shutdown of guest wifibox ront. /sbindsyslogd -t -n
2024-09-15T09:22: 5040200 INFO Destroving guest wifibox root Ausrfsbindcrond —o Jetclorontabs -
2024-09-15T09;22351+0200 INFO. Pulling bhyve options from configuration file root. /bindslesp 3B5d
2024-03-15T09: 223 51+0200 IEBIG cpus=2 root /sbinfacpid -
2024-03-15T09: 223 61+0200 DERUG memory=64H dhcped dheped: [DHCPE proxy] feB0::7er6:3
2024-09-15T09: 2225140200 DERUG passthru=[3/0/0] root dheped: [privileged proxy] wland
2024-03-15T09: 223 51+0200 IEBIG consolesyes

2024-03-15T03;22:51+0200 DERUG priority=25

2024-03-15T09: 22 51+0200 TEBIG stop_wait_max=1

2024-03-15T09: 22:51+0200 TERUG bhyve max cpus=4

2024-03-15T03:22:61+0200 INFO Destroying bhywe PPT device: pci3igun

2024-09-15T09:22:51+0200 INFO Unlinking tap interface from wifiboxO: tapl

2024-03-15T09: 2235140200 INFO Destroying linked tap interface: tapl

2024-09-15T09:22:51+0200 INFO  Destroying bridge interface: wifibowd

2024-03-15T09: 22:51+0200 INFO End: wifibox stop

2024-03-15T09:23:09+0200 DEBUG Program started as Ausrslocal/sbindwifibox, with arouments: start

2024-03-15T09: 23:00+0200 INFO Beging wifibox start

2024-03-15T09: 23:09+0200 TEBIG start=GN

2024-03-18T09: 23:09+0200 INFO Creating bridge interface: wifibox(

2024-03-15T09: 231 08+0200 TERUG [ifoonfig] wifiboxd

2024-09-15T09:23;10+0200 INFO  Linking tap interface to wifibox0; tapl

2024-03-15T03:23: 1040200 DERUG Check location: kmod=vem, kmod_file=/boot/kernel/vim.ko

2024-09-15T09;: 223 10+0200 INFO wim ko is expected at path: Jboot/kerneldvmm, ko

2024-03-15T09: 233 10+0200 INFO v ka is found at path: /bootrkernelsvmm ka [
2024-03-15T03123110+0200 DEBUG Assert loaded: kmod=wmm, kmod_file=/boot/kernels/vmm ko Sep 2024 06226502 +0000
gggi_gg_ig}gg;ég;ig:gggg EEgHE ;:zi;ﬁdza;:gzizesugzoEﬁysgfsent‘ Tonnu=l, andvi=0 £ tscgaggsgg?; Command 1ine: console=ttyS0 BOOT_IMAGE={host)/usrslocal/share/wifiboe/unlinuz modules=squashfs root=/dev/vda rootfstype=squashfs clocksource=hpe
2024-03-15T09: 23 10+0200 TEBUG [bhyve] ahci -

09-15T03:23+ i 0.000000] BI0S-provided physical RAN nap:
2024-03-15T03:23:10+0200 IERUG [bhwve] shci-hd Provi -
S4—OA-1ET0 55, 1040200 TERLE [bhve] aroi—cd 0,000000] BIDG-eB20: [nen 0x0000000000000000-0x000000000003F¢¢] usable

40315703+ 23:10+0200 TERIG [bhove] 21000 0.000000] BI0S-e820: [wem (:0000000000000000-0x0000000003F F£FF] usable

el == 0,000000] M (Execute Disahle) protection: active
2024-03-15T09; 231 10+0200 TERUS [bhyue] dunny 07 Pn0000] APTE: Srat i e
2024-09-15T09:23:10+0200 TEBUG [bhyve] hda . T Raric cals dnibialize
2004-03-15109:23:10+0300 IERE [Bhyve] Fouf D100000] DHE- Froshih BWETEHIE, B105 13,0 111072020
2024-09-15T09: 2321040200 IEBUG [bhuve] and_hosthridge . e :

= pg 0.000000] tsc: Detected 2900,000 MHz processor
2024-08-15T09: 231 10+0200 DEBUS [bhywe] hosthridge _

e oo 0,000003] e820: update [mem (x00000000-0RDODOOFFF] usable ==> reserved
2024-09-15T09: 233 10+0200 TEBUG [bhuve] 1pc

= pg 0,000013] 8820 remove [mem 0x000a0000-0x000FFFFF] usable
2024-03-15T09:23310+0200 DEBUG [bhyve] rume o v

e pt 0,000015] last_pfrn = 0x4000 max_arch_pfr = 0x400000000
2024-09-15T09;23310+0200 TEBUG [bhuve] passthru

e e aEsthn 0,000141] MTRRs disabled by BI0S
2024-08-15108:23:10+0900 IERUL [bhyve] virtiodp 0.000147] «BE/PAT: Configuration [0-7]: WE WC UG- UC WE UP UG- WT
2024-03-15T09; 233 10+0200 TEBUS [bhywe] virtio-blk D7 DN01ES] Ustne BB pones fo direct macpim
2024-03-15T09:23:10+0200 IERUG [bhyve] virtic-console - 9 ot pad iy
H024-00-15T05: 234 10+0200  TERUG [bhuwe] wirtio—input 0,000274] ACPI: Early table checksum verification disabled
020915109425+ 10+0200 TERUE TEhwc] wictio s 0,000277] ACPT: RSDP 0x00000000000F2400 000024 {402 BHYWE
03 1R 10855 1040000 TERLL [hhc] it domrmd 0,000262] ACPI: ¥SDT 0x00000000000F2470 00004C [vO1 BHYWE ~EWHSDT 00000001 BASL 20220504)
02407 15T09+25+ 1040200 TEBLG hh:ve irtiooeee: 0,000288] ACPT: FACP 0xD0000000000F24C0 000114 (w05 BHYWE BWFACP 00000001 BASL 20220504 )

et e 0,000239] ACPI: DSDT 0x00000000000FZ730 O0ORSC (w02 BHYWE BYDSDT 00000001 INTL 20201113
2024-03-15T09:23310+0200 DEBUG [bhyve] uart

e N 0,000465] ACPI: FACS 0x00000000000FZ700 000040
2024-09-15T09:23: 1040200 TEBUG [bhuve] whei
2024-03-15T03:23: 10+0200 INFI Waiting For bhuve to start up 0.000453] ACFL: FACS 0x00000000000F2700 000040
2024-03-15T035 933 10+0200 TERLG Progran started as Ausr/local /shinduifibo:, with argunents: _manage_un 0.000472] ALPL: APIC 0x00000000000F2GE0 00002 [wO1 BHYWE BAPIC 00000001 BREL 20220504)

e = > ° 0,000475] ACPT: HPET 0x00000000000F2E50 000033 (w01 BHYWE EYHPET 00000001 BASL 20220504 )
2024-03-15T09:23:10+0200 DEBUG assert daemonized: parent=daemon

el ol 0,000473] ACPT: HOFG 0x00000000000F2E30 00003C {01 BHYWE EMHCFG 00000001 BASL 20220504)
2004-03-15T09: 3311040200 INFN) WM manager launched 0.00041] ACPTS SFCR 0x00000000000FZ740 000050 (w01 BHYWE BUSFCR 00000001 BASL 20220504)
2024-03-15T09:23: 1040200 INFO Gathering necessary configuration files for launching the guest M M

e pt : : 0,000483] ACPI: Reserving FACP table memory at [mem OxF24c0-(nf25d3]
2024-09-15T09;: 223 10+0200 INFO. Pulling bhyve options from configuration file

e Thz - 0,000485] ACPI: Reserwing DSDT table memory at [mem OxF2790-0mf3leb]
2024-09-15T09: 233 10+0200 TEBUG cpus=2 !

= py - 0,000486] ACPI: Reserving FACS table memory at [mem OxF2700-(nf273F]
2024-09-15T09: 231 1040200 DERUS memory=64H

e Thz . 0,000486] ACPI: Reserwing FACS table memory at [mem OxF27O0-0mf273F]
2024-09-15T09:23: 1040200 TEBUG passthru=[3/0/0 !

= pg - 0,000487] ACPI: Reserving APIC table memory at [mem 0xF29e0—(nf2641]
2024-03-15T09:23310+0200 IEBUG console=ues !

el N A 0,000487] ACPI: Reserving HPET table memory at [mem Oxf2EG0-0nf2E37]
2024-09-15T09;23:10+0200 TEBUG priority=25 !

e e . » 0,000488] ACPI: Reserving WCFG table memory at [mem 0xF2BI0-0nf26ch]
2024-03-15T09:23310+0200 IEBUG stop_wait_max=5 0 bo0daa] ATPT R e AR tobl : OeF A tmE 758 ]
224-08-15T09: 231 10+0200 TERUG bhyue max cpus=4 B ¢ Reserving able MEnory at Lmem U .

2024-05-15T03:23:10+0200 TEBUG Check lacation: kmod=nndn, kmod_file=/boot/kernel nndn.ko 0.00051L] system APIC only can use physical flat

2024-03-15T03:23: 10+0200 TNFO rmncin, ko 15 expected at patht /boot/kernelAnndn, ko 3.003215 gzlc’rEU‘zghEd APIC routing to; physical flat

0,000000] Linwx version B,6,50-0-1ts (pgjBwifibox-dev) {(goc (Alpine 13,2,1_git20240303) 13.2,1 20240309, GMU 1d (GNU Binutils) 2,42) #1-Alpine SHP Ued, 11




Wifibox vs. native drivers

Pros
Already stable + fast and has been since FreeBSD 11.4

No direct interaction with the FreeBSD kernel, pure Linux

Includes a built-in firewall Nt shipped with the base system

Ccons

Works only on AMDG64, requires Intel VT-d or AMD-Vi, a PCI device
Network Address Translation Suspend / resume is not trivial

Bluetooth support Not shipped with the base system

Less optimal CPU utilization Longer suspend/resume cycle



Final thoughts...

https://github.com/pgj/freebsd-wifibox
https://github.com/pgj/freebsd-wifibox-port
https://github.com/pgj/freebsd-wifibox-alpine

Special thanks to
bhyve, Linux, and Alpine developers
Matt Churchyard (vm-bhyve)
o Gabor Zahemszky (bsd.hu)
$ man wifibox Ashish Shukla (FreeBSD)
e _ . Michel Kohanim (Universal Devices)
$ man wifibox-alpine John Grafton
Joshua Rogers
Bjorn Zeeb (FreeBSD)
YOU for trying it!

# pkg install wifibox



https://github.com/pgj/freebsd-wifibox
https://github.com/pgj/freebsd-wifibox-alpine
https://github.com/pgj/freebsd-wifibox-port
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