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What is this box?

Embedded | minimalistic operating system with low resource footprint

Virtualized | meant to be run in a virtual machine, with access to the hardware 
devices of the host

Wireless | focuses on hosting drivers and tools for running wireless network 
interface controllers

Router | exposes an IPv4/IPv6 interface over Network Address 
Translation for the host to communicate through its own wireless 
device  

Not a drop-in replacement for a FreeBSD wireless driver



  

Why is this box?

Proof of concept: why not?

Workaround: the wireless support in FreeBSD has been aging and it 
takes a great effort to catch up with the recent developments while this 
is important for desktop use

Availability of bhyve + PCI pass-through: it would be a waste to not to leverage 
this excellent piece of work 

Old habits: why to run a complete Linux system and why not to make 
it easier to use in this setting through ports?

Relief: remove stress from the developers of 
the native solution



  

What is in this box?
FreeBSD (host)

Wireless NIC

Kernel

IOMMU

bhyve: wifibox (guest)

vmm / pptN

Linux

squashfs

firmware

wlan0

9p

eth0

WPA Supplicant / hostapd
udhcpd / dhcpcdiptables

$LOCALBASE/
etc/wifibox

/var/run/
wifibox/
appliance

uds_passthru (socat)

lib9p

tap nmdm

wifibox0

bridge

Internet-hungry
applications

grub-bhyve (vmlinuz, grub.cfg, disk.img)

wpa_cli
hostapd_cli

/var/run

bhyvectl

nice

cu

socat

(amd64 13, 14, 15)

x86_64

wifibox

daemon

(Intel VT-d, AMD-Vi)

pluggable



  

Wifibox/Alpine

The Wifibox “firmware” — Small Linux distribution derived from Alpine Linux

Footprint: 40-64 MB RAM, 16-150 MB disk space

A FreeBSD port that uses native Alpine packages to build a SquashFS VM disk image

A mix of customized and standard packages, built on Alpine Linux using aports 

Read-only root file system, with 9P mounts to the host and /tmp for writing

Various flavors and optional components (mDNSResponder, tcpdump etc)

Contains WPA Supplicant or hostapd (exclusively)

Includes wireless configuration and diagnostic tools (iw, rfkill, iptables)



  

Unboxing

cpus=1
console=no
memory=128M
passthru=
priority=50
stop_wait_max=10

bhyve.conf

loglevel=warn
core.conf

wifibox

appliance/hostname

Under $LOCALBASE/etc/wifibox:

appliance/interfaces.conf

iface eth0 inet static
  address 10.0.0.1
  netmask 255.255.255.0

iface wlan0 dhcp

start      10.0.0.2
end        10.0.0.254
max_leases 64
interface  eth0
opt subnet 255.255.255.0
opt router 10.0.0.1
opt dns    8.8.8.8
opt dns    %%DNS%%
opt lease  864000

appliance/udhcpd.conf
*filter
:INPUT ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
COMMIT
*nat
:INPUT ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
:PREROUTING ACCEPT [0:0]
:POSTROUTING ACCEPT [0:0]
[0:0] -A POSTROUTING -o wlan0 -j MASQUERADE
COMMIT

appliance/iptables

wpa_supplicant/wpa_supplicant.conf
ctrl_interface=/var/run/wpa_supplicant
ctrl_interface_group=0
update_config=1

network={
   ...
}



  

Unboxing
/etc/rc.conf

wifibox_enable=”YES”
devmatch_enable=”YES”
devmatch_blocklist=”if_iwm if_iwlwifi”
ifconfig_wifibox0=”SYNCDHCP”
ifconfig_wifibox0_ipv6="inet6 fd00::1/64 accept_rtadv auto_linklocal"
background_dhclient_wifibox0=”YES”
defaultroute_delay=”0”

# service devmatch start
# kldunload if_iwm if_iwlwifi
# service devd restart
# service wifibox start
# service netif start wifibox0

IPv4 static routing (slightly faster):

wifibox_enable=”YES”
defaultrouter=”10.0.0.1”
ifconfig_wifibox0=”inet 10.0.0.2/24”

/etc/rc.conf

# service routing restart

/boot/loader.conf or /etc/sysctl.conf

hw.vmm.amdvi.enable=1



  

Unboxing

Access the console (for troubleshooting):

# wifibox console

Start, stop, or restart the whole or specific parts of the system:

# wifibox start [guest | netif | vmm]
# wifibox stop [guest | netif | vmm]
# wifibox restart [guest | netif | vmm]

Information collection:

# wifibox status
# wifibox version

Alternatively:

# service wifibox start
# service wifibox stop
# service wifibox restart



  

Unboxing

network=10.0.0.1:255.255.255.0

_sockdir=/var/run/wpa_supplicant
_perms="user=root,group=0,mode=770"
sockets="path=${_sockdir}/wlan0,${_perms},port=1200
path=${_sockdir}/p2p-dev-wlan0,${_perms},port=1201"

appliance/uds_passthru.conf

“UNIX Domain Socket pass-through”



  



  

Wifibox vs. native drivers

Works only on AMD64, requires Intel VT-d or AMD-Vi, a PCI device

Pros

Cons

Already stable + fast and has been since FreeBSD 11.4

Network Address Translation

No direct interaction with the FreeBSD kernel, pure Linux

Includes a built-in firewall

Suspend / resume is not trivial

Bluetooth support Not shipped with the base system

Less optimal CPU utilization

Not shipped with the base system

Longer suspend/resume cycle



  

Final thoughts...

# pkg install wifibox

https://github.com/pgj/freebsd-wifibox

$ man wifibox

$ man wifibox-alpine

https://github.com/pgj/freebsd-wifibox-alpine

https://github.com/pgj/freebsd-wifibox-port

Special thanks to
bhyve, Linux, and Alpine developers
Matt Churchyard (vm-bhyve)
Gábor Záhemszky (bsd.hu)
Ashish Shukla (FreeBSD)
Michel Kohanim (Universal Devices)
John Grafton
Joshua Rogers
Björn Zeeb (FreeBSD)
YOU for trying it!
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